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SYSTEMS AND METHODS FOR SECURE PRINTING 



BACKGROUND OF THE INVENTION 
FIELD OF THE INVENTION 
5 The present invention generally relates to printers and, in particular, to systems 

and methods for providing secure printing while utilizing printers remote from the 
workstations from which the printing was requested. 

DESCRIPTION OF THE RELATED ART 
10 The proliferation of computer networking has rendered it commonplace for a 

user to enter, download and/or, otherwise, utilize information at a workstation, and 
then, when the information is designated to be printed, print the information at a site 
remote from that workstation. Oftentimes, however, the nature of the data to be 
printed lends itself to being printed in a secure environment where the ability of 
1 5 someone other than the user to retrieve the printed data should be minimized. 

Heretofore, in order to ensure that someone other than the user is unable to retrieve 
the user's printed document(s) from a printer, the user typically must request that data 
be printed, such as by the use of a typical printer driver, and then walk to the printer 
so that no one else is able to retrieve the printed document. However, if the user is 
20 unable to be available at the printer prior to the document being printed, the printed 
document may be retrieved by someone other than the user. 

Therefore, there is a need for improved systems and methods which address 
these and other shortcomings of the prior art. 

25 SUMMARY OF THE INVENTION 

Briefly described, the present invention relates to devices, systems and 
methods for providing secure printing. In a preferred embodiment, the present 
invention provides a printing system for use with a workstation that incorporates a 
first code entry device for receiving first coding information from a user. The printing 

30 system includes a printer configured to communicatively couple with the workstation 
and the printer incorporates a second code entry device that is configured to receive 
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second coding information from the user. Additionally, the printer is configured to 
print data in response to correlating the first coding information received at the first 
code entry device with the second coding information received at the second code 
entry device. 

5 In an alternative embodiment, a printing security system is provided. The 

printing security system includes a first code entry device configured to 
communicatively couple with a workstation and a second code entry device 
configured to communicatively couple with a printer. The first code entry device also 
is configured to receive first coding information from the user and provide the first 

10 coding information to the workstation, and the second code entry device also is 

configured to receive second coding information from the user and provide the second 
coding information to the printer so that the printer is enabled to print data in response 
to the first coding information corresponding to the second coding information. 

Some embodiments of the present invention may be construed as providing 

1 5 methods for providing secure printing between a workstation and a printer. In this 

regard, a preferred method includes the steps of: receiving first coding information, at 
the workstation, from a user; enabling print data and the first coding information to be 
transmitted to the printer; receiving second coding information, at the printer, from the 
user; comparing the first coding information with the second coding information; and, 

20 if the first coding information corresponds to the second coding information, enabling 
printing of the print data at the printer. 

Additionally, some embodiments of the present invention may be construed as 
providing computer readable media which incorporate computer programs for 
providing secure printing between a workstation and a printer. In this regard, a 

25 preferred computer readable medium includes: logic configured to receive first coding 
information, at the workstation, from a user; logic configured to receive second 
coding information, provided at the printer, from the user; logic configured to 
compare the first coding information with the second coding information; and logic 
configured to enable printing of the print data at the printer if the first coding 

30 information corresponds to the second coding information. 
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BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWINGS 
The present invention, as defined in the claims, can be better understood with 
reference to the following drawings. The drawings are not necessarily to scale, 
emphasis instead being placed on clearly illustrating the principles of the present 
5 invention. 

FIG. 1 is a schematic diagram of a preferred embodiment of the present 
invention. 

FIG. 2 is a schematic diagram of a computer or processor based system 
utilized in the present invention. 
10 FIG. 3 is a flow chart depicting functionality of a preferred embodiment of the 

present invention. 

FIG. 4 is a flow chart depicting functionality of a preferred embodiment of the 
present invention. 

FIG. 5 is a schematic diagram depicting a representative user interface for a 
1 5 printer driver utilized in a preferred embodiment of the present invention. 

FIG. 6 is a flow chart depicting functionality of a preferred embodiment of the 
present invention. 

DETAILED DESCRIPTION OF A PREFERRED EMBODIMENT 
20 Reference will now be made in detail to the description of the invention as 

illustrated in the drawings with like numerals indicating like parts throughout the 
several views. As depicted in FIG. 1, a representative computer network 100 includes 
a workstation 1 10, a server 1 12 and a printer 1 14 that are adapted to intercommunicate 
via a network 1 16, such as the internet, intranet, ethernet, local area network, etc. So 
25 configured, an operator is able to request that information be printed by sending a 
print request, via the network and associated server, to printer 114. 

As mentioned briefly hereinbefore, oftentimes it is desired that the documents 
requested to be printed by a user only be made available to the user, thus providing a 
secure printing function to that user. In this regard, workstation 110 and printer 114 
30 may be provided with code entry devices, e.g., 1 18 and 120 respectively. The code 
entry devices may be adapted to receive user-specific coding information such as 
physiological pattern information, e.g., finger print data, or other user-specific coding 
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information. So provided, when a user requests information to be printed, the user 
may select a secure printing mode or function of the present invention, whereby the 
user may enter user-specific coding information at the workstation from which the 
print request originated. Thereafter, although the information may be forwarded to an 
5 appropriate printer for printing, the information to be printed may be enqueued or, 
otherwise, maintained in memory, until the user requesting the printing provides 
appropriately corresponding user- specific coding information at the printer. Thus, if 
the user is unavailable to retrieve a printed document at the printer when it would, 
otherwise, already have been printed in accordance with the printer's enqueuing 

1 0 protocol, preferred embodiments of the present invention ensure that the document 
will only be printed when the user-specific coding information is provided at the 
printer. So configured, the present invention helps ensure that the user is available at 
the printer to retrieve the printed document. 

As mentioned hereinbefore, some embodiments of the present invention may 

15 be construed as providing secure printing systems, which may be implemented in 
hardware, software, firmware, or a combination thereof. In a preferred embodiment, 
however, the system is implemented as a software package, which can be adaptable to 
run on different platforms and operating systems as shall be described further herein. 
More specifically, a preferred embodiment of the secure printing system, which 

20 comprises an ordered listing of executable instructions for implementing logical 
functions, can be embodied in any computer-readable medium for use by or in 
connection with an instruction execution system, apparatus, or device, such as a 
computer-based system, processor-containing system, or other system that can fetch 
the instructions from the instruction execution system, apparatus, or device, and 

25 execute the instructions. 

In the context of this document, a "computer-readable medium" can be any 
means that can contain, store, communicate, propagate or transport the program for 
use by or in connection with the instruction execution system, apparatus, or device. 
The computer readable medium can be, for example, but is not limited to, an 

30 electronic, magnetic, optical, electro-magnetic, infrared, or semi-conductor system, 

apparatus, device, or propagation medium. More specific examples (a non-exhaustive 
list) of the computer-readable medium would include the following: an electrical 
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connection (electronic) having one or more wires, a portable computer diskette 
(magnetic), a random access memory (RAM) (magnetic), a read-only memory (ROM) 
(magnetic), an erasable, programmable, read-only memory (EPROM or Flash 
memory) (magnetic), an optical fiber (optical), and a portable compact disk read-only 
5 memory (CDROM) (optical). Note that the computer-readable medium could even be 
paper or another suitable medium upon which the program is printed, as the program 
can be electronically captured, via for instance, optical scanning of the paper or other 
medium, then compiled, interpreted, or otherwise processed in a suitable manner, if 
necessary, and then stored in a computer memory. 

10 FIG. 2 illustrates a typical computer or processor-based system 200 which may 

facilitate the secure printing system 10 of the present invention. As shown in FIG. 2, 
a computer system 200 generally comprises a processor 202 and a memory 204 with 
an operating system 206. Herein, the memory 204 may be any combination of 
volatile and nonvolatile memory elements, such as random access memory or read 

1 5 only memory. The processor 202 accepts instructions and data from memory 204 
over a local interface 208, such as a bus(es). The system also includes an input 
device(s) 210 and an output device(s) 212. Examples of input devices may include, 
but are not limited to, a serial port, a scanner, or a local access network connection. 
Examples of output devices may include, but are not limited to, a video display, a 

20 Universal Serial Bus, or a printer port. Generally, this system may run any of a 
number of different platforms and operating systems, including, but not limited to, 
HP-UX™, Linux™, Unix™, Sun Solaris™ or Windows NT™ operating systems. 
The secure printing system of the present invention, the functions of which shall be 
described hereinafter, resides in memory 204 and is executed by the processor 202. It 

25 should be noted that one or more processor-based systems, such as one or more of the 
processor-based systems depicted in FIG. 2, for example, may be utilized to facilitate 
the functionality described hereinafter, with the one or more processor-based systems 
being communicatively coupled, e.g., in a network environment, so that the systems 
may cooperate to provide the various functions. 

30 The flowchart of FIG. 3 shows the functionality of a preferred implementation 

of the secure printing system. In this regard, each block of the flowchart represents a 
module segment or portion of code which comprises one or more executable 
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instructions for implementing the specified logical function or functions. It should 
also be noted that in some alternative implementations the functions noted in the 
various blocks may occur out of the order depicted in FIG. 3. For example, two 
blocks shown in succession in FIG. 3 may, in fact, be executed substantially 
5 concurrently where the blocks may sometimes be executed in the reverse order 
depending upon the functionality involved. 

As depicted in FIG. 3, the functionality of a preferred embodiment of the 
secure printing system may be construed as beginning at block 310 where a 
determination is made as to whether secure printing is desired. If it is determined that 

1 0 secure printing is desired, the process preferably proceeds to block 312 where user- 
specific coding information, e.g., physiological pattern information, such as data 
corresponding to a user's fingerprint, is received at the workstation from which the 
print function is requested. Proceeding to block 314, the data to be printed and the 
user-specific coding information is enabled to be sent, e.g., sent to the printer to which 

1 5 the print data is to be printed. Thereafter, such as in block 316, the user-specific 

coding information, e.g., physiological pattern data, is received by the printer at which 
the print data is to be printed. Proceeding to block 3 1 8, a determination then is made 
as to whether the user-specific coding information previously received at the 
workstation corresponds to the user-specific coding information received at the 

20 printer. If it is determined that the coding information correspond, the process may 
proceed to block 320 where the data is printed. However, if it is determined that the 
coding information do not correspond, the process may return to block 3 16 so that the 
user may have at least another opportunity to enter the appropriate user-specific 
coding information, and then, may proceed as described hereinbefore. It should be 

25 noted, however, that in some embodiments, if the user-specific coding information 

entered at the workstation does not correspond to the user-specific coding information 
entered at the printer, upon even the first attempt, the process may respond by deleting 
the data to be printed and/or providing one or more alerts at the printer, workstation or 
various other locations, thereby enabling identification of a potential printing security 

30 breach. 

Referring to FIG. 4, functionality of a preferred embodiment of the present 
invention which preferably is implemented at a user workstation, will now be 



6 



Case No. 10001333-1 



described in detail. In this embodiment, the process preferably begins at block 410 
where a determination is made as to whether secure printing is desired. For example, 
such a determination may be based upon the user actuating an icon on a suitable 
printer driver user interface, e.g., the interface 500 depicted in FIG. 5. For instance, 
the user may actuate the "secure" icon 510, thereby enabling a "secure-enable mode." 
If it is determined that secure printing is not desired, the process may proceed to block 
418 (described in detail hereinafter). However, if it is determined that secure printing 
is desired, the process may proceed to block 412 where data corresponding to the print 
data is appropriately marked, such as with a flag, for example, for secure printing. 
The process may then proceed to block 414 where data corresponding to user-specific 
coding information, e.g., physiological pattern data, is received at the workstation. 
Receipt of such data may be facilitated by various devices such as a finger print 
reader, or other appropriate device. In block 416, the data corresponding to the user- 
specific coding information and the print data (such as depicted in block 418) may be 
transmitted from the workstation. 

Referring now to FIG. 6, preferred functionality of the present invention, 
which may be implemented at a printer, will now be described in detail. As depicted 
therein, the process preferably begins at block 610 where data corresponding to the 
user-specific coding information, e.g., coding information provided at the workstation, 
is received. At block 612, print data also is received. Proceeding to block 614, data 
corresponding to user-specific coding information provided at the printer is received. 
Thereafter, the process may proceed to block 616, where at determination is made as 
to whether the user-specific coding information entered at the workstation 
corresponds to the user-specific coding information entered at the printer. If it is 
determined that the coding information do correspond, the process may proceed to 
block 616 where the print data may be printed as hard copy. However, if it is 
determined that the coding information do not correspond, the process may proceed 
back to block 614; however, in some embodiments, the process may, alternatively, 
initiate deletion of the print data, actuation of one or more alerts, etc., thereby 
ensuring the security of the data to be printed. 

By utilizing the teachings of the present information, various transactions may 
be facilitated in a more secure printing environment. For instance, when goods and/or 



7 



Case No. 10001333-1 



serves are purchased via the internet, a customer may be provided with an "on-line 
receipt" that is intended to be printed by the customer, so that the customer has a 
physical representation of the transaction. However, since the transaction may be 
facilitated by use of a network workstation, public kiosk, etc., that may incorporate 
5 printers which do not provide the user with adequate print security, printing of the on- 
line receipt in such an environment may make information, such as address, credit 
card, phone number, passwords, etc., of the customer accessible to others. Thus, by 
utilizing the teachings of the present invention, the potential for such information 
being made available to others is reduced as the present invention may ensure that the 
10 user is physically available at the printer for retrieving the printed documents at the 
time of printing. 

The foregoing description has been presented for purposes of illustration and 
description. It is not intended to be exhaustive or to limit the invention to the precise 
forms disclosed. Obvious modifications or variations are possible in light of the 

15 above teachings. The embodiment or embodiments discussed, however, were chosen 
and described to provide the best illustration of the principles of the invention and its 
practical application to thereby enable one of ordinary skill in the art to utilize the 
invention in various embodiments and with various modifications as are suited to the 
particular use contemplated. All such modifications and variations, are within the 

20 scope of the invention as determined by the appended claims when interpreted in 
accordance with the breadth to which they are fairly and legally entitled. 
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